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NSA/CSS EPL, Hard Drive Destruction Devices 22 April 2015

NSA/CSS EPL
22 April 2015

NSA/CSS EVALUATED PRODUCTS LIST
for
HARD DRIVE DESTRUCTON DEVICES

The Evaluated Products List (EPL) shows magnetic hard drive destruction devices that meet the
performance requirements of NSA/CSS Specification Hard Drive Destruction Devices. Inclusion of a product
in the EPL is not an endorsement by NSA/CSS or the U.S. Government.

Hard drive destruction devices on their own DO NOT SANITIZE magnetic and/or solid-state storage
devices; use of these machines is only authorized in conjunction with degaussing for routine magnetic hard disk
drive sanitization or by themselves only in extreme emergency situations. Sanilization guidance for classified
storage devices is located in the NSA/CSS Storage Device Sanitization Manual 9-12.

The EPL provides the sponsor, device name, model number, and contact data for the sponsor for each
destruction device. The destruction cycle must meet a thirty-second time limit to deform the platter preventing
normal hard disk drive operation. The throughput rating of evaluated destruction device is measured by the
amount of one-inch hard drives deformed per hour.

The list shows all hard drive destruction devices evaluated since January 2012; models that are
discontinued and/or no longer manufactured but still approved are also included. Updates to the EPL will be on
an as-needed basis. Users are encouraged to contact the manufacturer representatives for assistance in selecting
unit(s) best suited to their requirements. If a user has questions about a specific model not listed on the EPL,
they can contact the Center for Storage Device Sanitization Research (CSDSR) at 301-688-1053 and/or send an
e-mail to CSDSR @nsa.gov or you can contact your respective Client Advocate Service listed below.

The procedures for administration and distribution of the EPL are subject to change without notice.
Inquiries from U.S. Government users should contact designated customer support channels through the
NSA/CSS Information Assurance Directorate (IAD) Client Advocate Services. For IAD Client Advocate
support to Civil and DoD Agencies, please call 1-410-854-4790 and for Military Services, Intelligence, and

Combatant Commands please call 1-410-854-4200. If you prefer to send an e-mail, you can contact us at

NIASC@nsa.gov. For all other inquiries, please contact the NSA/CSS Public Affairs Office via phone at 301-
688-6524 or send an e-mail to nsapao@nsa.gov.

Hard Drive Bending Devices
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°2 NSA/CSS Evaluated Products List for
7 Solid State Disintegrators

OVERVIEW

Devices included on this list have passed evaluation by meeting re qum.m cnts set by the NSA/CSS for the

destruction of classified solid state storage devices. Mcant to serve as guidance, inclusion in this document is not

an endorsement by the NSA/CSS or the U.S. Government. All listed products sanitize TS/SCI and below.
QUALIFICATIONS FOR APPROVAL WHAT YOU NEED TO KNOW

Performance testing evaluates the device's ability to 1. This list serves as guidance for the disinte !.r uu m

reduce any solid state storage device to a maximum of solid state md optical devices. Examples

edge size of 2 millimeter or less. solid state storage devices include:
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Crushing Plates

The MediaVise ks the only hard drive destruction system to use o
potented, comunoted, interiocking, hardenad steel plated design These
5.75~Inch by 425-inch plotes oftock the entire hord drive, not just select
poings, and wil Jomoge every companent of the drive Inchuding cosng.
ciroult Boards, reod/write hoods, and platters. This, however, foquires &
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Curmontly, no mechanicol or elecsricat system tha siza of MedkaVise* con
Procuce encugh force 10 employ 6 plote Gedign thot con cotock of
surfoces of the hard drive ot oo tme ond in one damoging crush cycie.
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Tho ModkiVise® cvercomas this cbatocks by using & hycroulic system

that produces on unmatehed 40,000 pounds of crushing force Destruction: Compiate bending, ond CEtortion of entiro plotter o160

leoding to total Goto koss. This means that EVERYTHING ond EVERY S = E, v, )
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NSA/CSS Evaluated Products List for
' Solid State Disintegrators

My 221

OVERVIEW

Devices included on this list have passed evaluation by meeting requirements set by the NSA/CSS for the
destruction of classified solid state storage devices, Meant to serve as guidance, inclusion in this document is not
an endorsement by the NSA/CSS or the U.S, Government. All listed products sanitize TS/SCI and below,

QUALIFICATIONS FOR APPROVAL WHAT YOU NEED TO KNOW

Performance testing evaluates the device's ability to 1. This list serves as guidance for the disintegration
reduce any solid state storage device 10 a maximum of solid state and optical devices, Examples of
cdge size of 2 millimeter or less, solid state storage deviees include:

o Cell phones
Devices that meet the NSA/CSS sanitization o Tablets
specification for specific solid state storage devices, o USB/Flash/Thumb Drives
as well as optical storage devices are identified as o Solid State Drives inside desktop computers
such. and laptops

o Circuit Boards
Equig is listed in alphabetical order by vendor o SIM Cards, EMV Cards, Credit Cards and
and contains all solid state disintegrators that have other Magnetic Strip Cards
passed evaluation. Models that are no longer Optical storage devices include:
manufactured but still approved are included. ¢ CDs, DVDs and Blu-ray Disks (BD)
Vendors submitting equip for evalustion will no 2. Not all devices can securcly disintegrate all solid
longer have their retumn shipping costs funded by state storage devices. Be sure to review the
NSA. “acceptable material” remarks for approved
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